
TJACH Data Quality Manual for Users of HMIS 
 
Prepared by: Elizabeth Nyberg, PACEM Case Manager/Guest Advocate; Data Lead, Built For Zero 
 
  



Contents 
Introduction .................................................................................................................................................. 3 
HMIS Data Quality Policy .............................................................................................................................. 4 

Summary of Policies .................................................................................................................................. 4 
Participation .............................................................................................................................................. 5 
Defining Data Quality ................................................................................................................................ 5 

Completeness ........................................................................................................................................ 6 
Accuracy ................................................................................................................................................ 6 
Timeliness ............................................................................................................................................. 7 

 
  



Introduction 
 
The Thomas Jefferson Area Coalition for the Homeless (TJACH) is a coalition of service providers, 
government agencies, and other organizations working with our community’s most vulnerable 
populations, including children, families, and single adults at risk of or experiencing homelessness.  
 
TJACH is the U.S. Department of Housing and Urban Development (HUD)-designated coordinator of the 
Thomas Jefferson Planning District (TJPD) Continuum of Care (CoC) in Virginia, comprising the City of 
Charlottesville and the counties of Albemarle, Fluvanna, Greene, Louisa, and Nelson.  
 
TJACH and coalition member organizations maintain and share data on clients through a Homeless 
Management Information System (HMIS), using a software application provided under contract with 
Pathways MISI. Agencies that participate in the HMIS have access to a common set of tools and agree to 
uphold standards of privacy and confidentiality as a condition of continued use. Staff may enter data on 
clients and services, case plans and client goals, follow-up actions, and referrals to other agencies. In 
using HMIS, the CoC contributes to a database system of the kind required by HUD and Virginia 
Department of Housing and Community Development (DHCD). Such participation may also satisfy the 
requirements of other funding sources. 
 
This document outlines data quality policies and procedures for all agencies and individuals contributing 
to the community’s HMIS as part of their organization’s expectations for supporting guests experiencing 
homelessness. Such a plan facilitates the ability of the CoC to achieve statistically valid and reliable data, 
informed by stakeholder and user feedback to ensure these expectations are reasonable and feasible.  
 
 

  



HMIS Data Quality Policy 
 

Summary of Policies 
 
 Participation 

o Each user shall complete confidentiality training and sign a Statement of Ethics 
committing her/him to comply and enforce that Code of Ethics. 

o Participating agencies will attempt to obtain verbal and/or written consent by each 
client to enter her/his information into the HMIS. 

o Participating agencies will share data in the HMIS within legal bounds to enable the CoC 
to best serve each client; for example, HOPWA, DV, and SOAR programs may have 
stricter client privacy guidelines than outreach, shelter, and housing programs. 

 Completeness 
o All programs using the HMIS shall enter data on one hundred percent (100%) of the 

clients they serve. 
o Programs will ensure not more than 5% of all clients have missing data. 
o Programs will ensure not more than 10% of all clients have DKR-type responses. 

 Accuracy 
o Each user shall complete training in the HMIS system used by the CoC and update this 

training annually and/or at critical changes in the system as determined by TJACH. 
o Programs will share experiences with the HMIS and clients entered into the HMIS in 

regular meetings (e.g., Community Case Review, HMIS Committee, etc.). 
o Programs will review client data on a monthly basis to address data errors and client 

updates. 
 Timeliness 

o Shelter stays should be documented in the HMIS within 5 business days of the event. 
o Assessment and enrollment results should be documented in the HMIS within 5 

business days of completion. 
o Outreach contacts and service provision should be documented in the HMIS within 5 

business days, or updated every 5 business days for ongoing contact and service 
provision. 

 

  



Participation 
In its data standards policy (2020),1 HUD identifies “Project Descriptor Data Elements” and “Metadata 
Elements” that the HMIS must be able to capture in order to track quality standards such as timeliness, 
completeness, and accuracy at the system, agency, and individual levels. These include: 
 

 
 
A Client has the right to not answer any question and may not be denied service as a result, unless entry 
into a service program requires a response to that question. A Client has the right to review the contents 
of his/her record, know who has viewed and edited it, and to request correction of inaccuracies. 
Agencies will let clients know of this right when soliciting consent to participate (i.e., asking the client to 
sign the release of information form). 
 
Participating agencies will use the HMIS for legitimate business purposes only and adhere to the 
following expectations: 

• Each user shall complete confidentiality training and sign a Statement of Ethics committing 
her/him to comply and enforce that Code of Ethics. 

• Participating agencies will attempt to obtain verbal and/or written consent by each client to 
enter her/his information into the HMIS. 

• Participating agencies will share data in the HMIS within legal bounds to enable the CoC to best 
serve each client; for example, HOPWA, DV, and SOAR programs may have stricter client privacy 
guidelines than outreach, shelter, and housing programs. 

 

Defining Data Quality 
Data quality is a term that refers to the reliability and validity of client-level data collected in the HMIS. It 
is measured by the extent to which the client data in the system reflects actual information in the real 
world. No data collection system has a quality rating of 100%. However, to meet the CoC’s goals of 
presenting accurate and consistent information on homelessness, it is critical that the HMIS have the 
best possible representation of reality as it relates to homeless people and the programs that serve 
them. In its extant data rules governing emergency assistance and housing programs,2 HUD outlines 
specific expectations of data quality concerning the “completeness, accuracy, and consistency of data 

                                                           
1 https://www.hudexchange.info/resource/3824/hmis-data-dictionary/ 
2 https://www.hudexchange.info/resources/documents/HEARTH_HMISRequirementsProposedRule.pdf 

Project Descriptor Data Elements

•Organization identifiers
•Project identifiers
•Continuum of Care code
•Project type
•Method for tracking emergency shelter 
utilization

•Federal partner funding sources
•Bed and unit inventory information
•Additional project information

Metadata Elements

•Date created
•Date updated
•Data collection stage
•Information date
•Project identifier
•Enrollment ID
•User identifier
•Personal ID
•Household ID
•Signed consent

https://www.hudexchange.info/resource/3824/hmis-data-dictionary/


in the HMIS” used in a given CoC. This section draws from these HUD rules as well as research-informed 
best practice in the homeless services field to guide TJACH and its member agency operations. 

Completeness 

In its data standards policy (2020), HUD identifies “Universal Data Elements” for mandatory collection by 
all CoC participant agencies and “Program-Specific Data Elements” for collection by all federally-funded 
participant agencies. These include: 
 

 
 
Across the system TJACH’s goal is to collect 100% of all applicable data elements for 100% of all clients 
served. However, TJACH recognizes the challenges of collecting data in a human services field, and 
identifies an “acceptable range” of missing data. Missing data is when data is not available, and 
instances where a service provider was unable to complete that portion of the assessment, evaluation, 
or outreach guide; DKR-type responses include instances where a client refused to answer or did not 
know how to answer. 
 
 All programs using the HMIS shall enter data on one hundred percent (100%) of the clients they 

serve. 
 Programs will ensure not more than 5% of all clients have missing data. 
 Programs will ensure not more than 10% of all clients have DKR-type responses. 

 
These standards will be reviewed and revised annually to make sure the thresholds are reasonable. 

Accuracy 

Information entered into the HMIS needs to be valid, i.e. it needs to accurately represent information on 
the people that enter any of the homeless service programs contributing data to the HMIS.  
 

Universal Data Elements

•Name
•Social Security number
•Date of birth
•Race
•Ethnicity
•Gender
•Veteran status
•Disabling condition status
•Project start date
•Project exit date
•Destination
•Relationship to head of household
•Client location
•Housing move-in date
•Living situation

Program-Specific Elements

•Income and sources
•Non-cash benefits
•Health insurance
•Physical disability
•Developmental disability
•Chronic health condition
•HIV/AIDS status
•Mental health problem
•Substance abuse
•Domestic violence
•Contact
•Date of engagement
•Bed-night date
•Housing assessment disposition



The best way to measure accuracy of client data is to compare the HMIS information with more accurate 
sources, such as a social security card, birth certificate, or driver’s license. However, TJACH recognizes 
that certain programs such as emergency shelter and outreach programs utilize a “low-barrier” 
approach that allows individuals to participate regardless of their ability to provide such documentation. 
TJACH will provide guidance to these programs on balancing their openness with data accuracy in future 
Data Procedure manuals. 
 
All agencies can contribute to the accuracy of the HMIS in the following ways: 
 Each user shall complete training in the HMIS system used by the CoC and update this training 

annually and/or at critical changes in the system as determined by TJACH. 
 Programs will share experiences with the HMIS and clients entered into the HMIS in regular 

meetings (e.g., Community Case Review, HMIS Committee, etc.). 
 Programs will review client data on a monthly basis to address data errors and client updates. 

Timeliness 

Entering data in a timely manner can reduce human error that occurs when too much time has elapsed 
between the data collection/service transaction and the data entry. The individual doing the data entry 
has to rely on handwritten notes or their own recall of a case management session, a service 
transaction, or a program exit date; therefore, the sooner the data is entered, the better the chance the 
data will be correct. Timely data entry also ensures that the data is accessible when it is needed, either 
proactively (for monitoring purposes, increasing awareness, or meeting funded requirements), or 
reactively (in response to requests for information, or to respond to inaccurate information). 
 
Generally, TJACH acknowledges the variable pressures exerted on emergency and outreach services that 
serve the full scope of the homeless and at-risk population relative to screening-based programs that 
serve a defined segment of the population (e.g., veterans, women and children fleeing domestic 
violence, enrollment-based programs, etc.). 
 
 Shelter stays should be documented in the HMIS within 5 business days of the event. 

o These include admittance to and exit from low- and high-barrier emergency shelters. 
o Termination of a shelter stay (whether temporary or permanent) should be indicated by 

a generalized Client Note updating the CoC on the client’s eligibility status.  
o Stays in other shelters (e.g., HOPWA or DV) may be governed by stricter confidentiality 

regulations, but can be indicated by a generalized Client Note updating the CoC on the 
client’s housing status and safety via a proxy case reporter (e.g., a secondary colleague 
involved, or TJACH ED). The note should read simply, such as “Client went to other 
homeless shelter.” 

 Assessment and enrollment results should be documented in the HMIS within 5 business days of 
completion. 

o These include the completion or receipt of the CAP, VI-SPDAT, DD-214, Housing Barrier 
Assessment, and other evaluations. 

o These include enrollment into Prevention, Rapid Re-Housing, Permanent Supportive 
Housing, SOAR, rehabilitation or recovery, and other service changes. 

o Ineligibility for programs or services should be likewise noted within 5 business days of 
the results of an assessment. 

 Outreach contacts and service provision should be documented in the HMIS within 5 business 
days, or updated every 5 business days for ongoing contact and service provision. 



o These include outreach conversations confirming changes in homelessness status, 
physical or mental health status, and other contacts whose findings may impact 
eligibility for screening-based programs and housing services. 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

HMIS Security and Privacy 
HUD Rules for Covered Homeless Organizations 

 



 

 

 

Complying with HUD’s HMIS Privacy & Security Rules 
 

In 2004, HUD issued its Homeless Management Information Systems (HMIS) Data and 
Technical Standards Final Notice.  The Notice includes HMIS Privacy and Security Standards, 
which define functional requirements for HMIS software providers and operational requirements 
for HMIS administrators and Covered Homeless Organizations (CHOs).  A CHO is any 
organization that records, uses or processes protected personal information (PPI) on homeless 
clients for an HMIS.  These organizations are more commonly called service providers. 

We have created this guide as an easy reference for homeless service providers that are 
participating in their local HMIS implementations and want to make sure they are in full 
compliance with HUD HMIS standards.  This guide describes the minimum Privacy and Security 
requirements HUD has mandated for CHOs.  All verbiage below is quoted directly from the 
HMIS Data and Technical Standards Final Notice. 

 

Privacy Standards 
These privacy standards apply to any homeless assistance organization that records, uses or 
processes protected personal information (PPI) for an HMIS. All PPI maintained by a CHO is 
subject to these standards.  

Any CHO that is covered under HIPAA is not required to comply with the privacy or security 
standards in this Notice if the CHO determines that a substantial portion of its PPI about 
homeless clients or homeless individuals is protected health information as defined in HIPAA 
rules. Exempting HIPAA covered entities from the HMIS privacy and security rules avoids all 
possible conflicts between the two sets of rules. 

4.2.1 - Collection Limitation 
A CHO may collect PPI only when appropriate to the purposes for which the information is 
obtained or when required by law. A CHO must post a sign at each intake desk (or comparable 
location) that explains generally the reasons for collecting this information. Consent of the 
individual for data collection may be inferred from the circumstances of the collection. Providers 
may use the following language to meet this standard: 

“We collect personal information directly from you for reasons that are discussed in our privacy 
statement. We may be required to collect some personal information by law or by organizations 
that give us money to operate this program. Other personal information that we collect is 
important to run our programs, to improve services for homeless persons, and to better 
understand the needs of homeless persons. We only collect information that we consider to be 
appropriate.’’  
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https://www.hudexchange.info/resource/1318/2004-hmis-data-and-technical-standards-final-notice/


 

 

4.2.2 - Data Quality  
A CHO must develop and implement a plan to dispose of or, in the alternative, to remove 
identifiers from, PPI that is not in current use seven years after the PPI was created or last 
changed (unless a statutory, regulatory, contractual, or other requirement mandates longer 
retention).  

4.2.3 - Purpose Specification and Use Limitation 
A CHO must specify in its privacy notice the purposes for which it collects PPI and must 
describe all uses and disclosures. 

4.2.4 - Openness 
A CHO must publish a privacy notice describing its policies and practices for the processing of 
PPI and must provide a copy of its privacy notice to any individual upon request. If a CHO 
maintains a public web page, the CHO must post the current version of its privacy notice on the 
web page. 

4.2.5 - Access and Correction 
In general, a CHO must allow an individual to inspect and to have a copy of any PPI about the 
individual. A CHO must offer to explain any information that the individual may not understand. 
A CHO must consider any request by an individual for correction of inaccurate or incomplete 
PPI pertaining to the individual. A CHO is not required to remove any information but may, in the 
alternative, mark information as inaccurate or incomplete and may supplement it with additional 
information. 

4.2.6 - Accountability 
A CHO must establish a procedure for accepting and considering questions or complaints about 
its privacy and security policies and practices. A CHO must require each member of its staff 
(including employees, volunteers, affiliates, contractors and associates) to sign (annually or 
otherwise) a confidentiality agreement that acknowledges receipt of a copy of the privacy notice 
and that pledges to comply with the privacy notice.  

 

Security Standards 
This section describes the standards for system, application and hard copy security. All CHOs 
must comply with the baseline security requirements. A CHO may adopt additional security 
protections that exceed the baseline requirements if it chooses. 

4.3.1 - System Security 
A CHO must apply system security provisions to all the systems where personal protected 
information is stored, including, but not limited to, a CHO’s networks, desktops, laptops, 
minicomputers, mainframes and servers.  

User Authentication: A CHO must secure HMIS systems with, at a minimum, a user 
authentication system consisting of a username and a password. Passwords must be at least 
eight characters long and meet reasonable industry standard requirements.  

 

1 W Court Square, Ste 750 
Decatur, GA 30030 

Pathways MISI 
800-536-6474 

www.pathwaysmisi.org 

111 West Port Plaza, Ste 600 
St Louis, MO 63146 

 



 

 

Virus Protection:  A CHO must protect HMIS systems from viruses by using commercially 
available virus protection software. Virus protection must include automated scanning of files as 
they are accessed by users on the system where the HMIS application is housed. A CHO must 
regularly update virus definitions from the software vendor.  

Firewalls: A CHO must protect HMIS systems from malicious intrusion behind a secure firewall. 
Each individual workstation does not need its own firewall, as long as there is a firewall between 
that workstation and any systems, including the Internet and other computer networks, located 
outside of the organization.  

Physical Access to Systems with Access to HMIS Data: A CHO must staff computers stationed 
in public areas that are used to collect and store HMIS data at all times. When workstations are 
not in use and staff are not present, steps should be taken to ensure that the computers and 
data are secure and not usable by unauthorized individuals. After a short amount of time, 
workstations should automatically turn on a password protected screen saver when the 
workstation is temporarily not in use.  

4.3.3 - Hard Copy Security 
Applicability: A CHO must secure any paper or other hard copy containing personal protected 
information that is either generated by or for HMIS, including, but not limited to reports, data 
entry forms and signed consent forms.  

Security: A CHO must supervise at all times any paper or other hard copy generated by or for 
HMIS that contains PPI when the hard copy is in a public area. When CHO staff are not present, 
the information must be secured in areas that are not publicly accessible. Written information 
specifically pertaining to user access (e.g., username and password) must not be stored or 
displayed in any publicly accessible location.  

 

HMIS Proposed Rule 
In 2011, HUD continued its process for implementing the requirements of the HEARTH Act by 
issuing the HMIS Proposed Rule.  The proposed rule implements the HMIS requirement in the 
HEARTH Act and makes mandatory practices HUD previously provided as guidance. The 
Proposed Rule outlines additional expectations for CHOs: 

● each CHO must designate a security officer and must conduct workforce security 
measures 

● each HMIS user must complete security training at least annually 
● each CHO must conduct an annual security review 

 
These requirements - which are not yet in effect - may change as the Proposed Rule is updated 
and finalized based on public comments and legal review.  HUD has not indicated when the 
HMIS Final Rule will be issued. 
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